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The Challenge \'@' The Results

* One common recurring audit finding IS NON-  Potential IT security red flags detected through
timely detection and disabling of user accounts the automated review tool powered by VBA
in the IT systems after the resigning staff’s last scripts (see flowchart below):

day.
Resigning Staff’s
Account Assessed
after Last Day of

Service

. . Resigning Staff’s
 Such delays pose an IT security risk as these Account not
Disabled after Last

accounts could be abused to perform malicious Day of Service

activities, resulting in patient data breaches and
disruption of healthcare services.

* Currently, reviewing and disabling of user
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prone to oversight and time-consuming.
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The Solution
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SAP Accounts Disabling Check

As of - -
SAP Module SAP FICO
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Resignee Accounts Traneferes Aocourse Ease of adoption; Improve review effectiveness
Business Unit Name # of Accts not disabled Business Unit Name # of Accts not disabled
Alexandra Hospital Alexandra Hospital . i
Jurong Community Hospital Jurong Community Hospital LESS than 5 min tO run the aUtomat|On tOOI and generate the
Jurong Medical Centre Jurong Medical Centre results, which translates into > 90% reduction in review time
Ng Teng Fong General Hospital Ng Teng Fong General Hospital
National University Hospital National University Hospital
National University Polyclinics National University Polyclinics
Mational University Health System Mational University Health System . . oo .
TOTAL o TOTAL - No installation of additional software required on staff’s

computers i.e. no extra subscription cost

Click here for details Click here for details

Minimal training for staff to use the tool proficiently; no thick
instruction manuals

* |n Aug 2022, NUHS Group ERM & Compliance

team began deveIOplng a tOOI Wlth VBA SCFIptS to Manual eyeballing no longer required during review, thus

e minimizing human errors and reducing manual work

The automation solution is scaled and deployed:
above) to facilitate reviewer’s follow-up with the .

automate the review of resigning staff’s accounts
that are not disabled after their last day of
service.

* SAP system is chosen for the pilot.

 Potential red flags detected are automatically
displayed on a dashboard in Excel (see diagram

Horizontally across various institutions of NUHS

respective institutions. * Vertically across various NUHS-managed IT systems

e SAP system users transferred within NUHS are

MNational Ng Teng Fong Jurong Jurong Mational
University General Community Medical Alexandra University
Hospital

NUHS

System .
Y Corp Office

also highlighted to the reviewer to further assess Hospital  Hospital  Hospital  Centre Polyclinics
. ) . . SAP v v v v e v v
if the transferees’ new roles still require access

elMR MNA v MNA MNA M A v NA

tO t h e SySte m . iPharm NA v v " v v "y

v — gystem in use

“NAY — system not in use
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